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COMMENTS
THE TRUTH ABOUT THE TRUTH IN
DOMAIN NAMES ACT: WHY THIS

RECENTLY ENACTED LAW
IS UNCONSTITUTIONAL
INTRODUCTION
In April of 2003, President George W. Bush signed into law the
Prosecutorial Remedies and Other Tools to End the Exploitation of Children Today Act of 2003 ("PROTECT Act").1 The goal of this legislation is
to protect children from abduction and abuse, as well as allow for more2
aggressive pursuit of individuals who commit crimes against children.
The PROTECT Act is most widely known because of (and has become
nearly synonymous with) a prominent feature known as the America's
Missing: Broadcast Emergency Response alert system or "AMBER alert
3
system."
While the AMBER Alert system is the most well-known portion of
the PROTECT Act, the Act includes several other provisions, including
the Truth in Domain Names Act 4 ("TDNA"). Under the TDNA, it is a
criminal offense to use a misleading Internet domain name to deceive a
person into viewing pornography. 5 Those who violate the Act are subject
to a fine and/or up to two years in prison, while those who do so with the
1. See Doug Isenberg, The Wrong Answer to Child Porn on the Net, http://news.com.
com/2010-1071_3-1001105.html (May 15, 2003) (on file with author).
2. See id.
3. See 117 Stat. 650 at 660-61. This system utilizes various media, including radio,
television, and roadside electronic billboards, to disseminate information to the public
about kidnapping victims and suspects. See CNN.com, Bush Signs Child Protection Bill,
http://www.cnn.com/2003/ALLPOLITICS/04/30/bush.amber (May 1, 2003) (on file with
author).
4. 18 U.S.C. § 2252B.
5. The Act states:
(a) Whoever knowingly uses a misleading domain name on the Internet with the
intent to deceive a person into viewing material constituting obscenity shall be
fined under this title or imprisoned not more than 2 years, or both.
(b) Whoever knowingly uses a misleading domain name on the Internet with the
intent to deceive a minor into viewing material that is harmful to minors on the
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intent to deceive a minor are subject to a fine and/or up to four years in
6
prison.
Misleading domain names are quite common on the Internet. 7 One
of the most common methods for misdirecting people on the Internet is
cybersquatting.8 Cybersquatting is the "bad faith, abusive registration
and use of the distinctive trademarks of others as Internet domain
names, with the intent to profit from the goodwill associated with those
trademarks." 9 In the typical cybersquatting case, a party will register
the name of an already established company, brand, or celebrity with the
intent to sell that domain name back to the rightful owner for a large
profit. 10 In other instances, cybersquatters will use the domain name to
sell competing products"
or generate revenue by posting
advertisements. 12
Another common way of misdirecting Internet users is a form of
cybersquatting known as typosquatting. Typosquatting involves the
"registering [of] domain names that are intentional misspellings of distinctive or famous names." 13 The purpose of typosquatting is to siphon
traffic from a popular Web site to another similarly named site. 14 In
most cases, a typosquatter will then attempt to generate a profit by disInternet shall be fined under this title or imprisoned not more than 4 years, or
both.
(c) For the purposes of this section, a domain name that includes a word or words
to indicate the sexual content of the site, such as "sex" or "porn", is not misleading.
(d) For the purposes of this section, the term 'material that is harmful to minors"
means any communication, consisting of nudity, sex, or excretion, that, taken as a
whole and with reference to its context(1) predominantly appeals to a prurient interest of minors;
(2) is patently offensive to prevailing standards in the adult community as a
whole with respect to what is suitable material for minors; and
(3) lacks serious literary, artistic, political, or scientific value for minors.
(e) For the purposes of subsection (d), the term "sex" means acts of masturbation,
sexual intercourse, or physcial [sic] contact with a person's genitals, or the condition of human male or female genitals when in a state of sexual stimulation or
arousal. Id.
6. Id.
7. Elizabeth Clampet, InternationalOrganization Condemns Cybersquatting, http:/!
www.internetnews.com/bus-news/article.php/109531 (May 3, 1999) (on file with author)(citing a study by the World Intellectual Property Organization in which "85 percent of
participants had experienced infringement on the Internet of their own or their clients'
intellectual property. .
8. See id.
9. Shields v. Zuccarini, 254 F.3d 476, 481 (3d Cir. 2001).
10. See Joshua I. Sherman, Student Author, Fan Websites' Use of Trademarks in Their
Domain Names: Fairor Foul?, 30 Rutgers Computer & Tech L.J. 399, 406 (2004).
11. See id.
12. See id.
13. Shields, 254 F.3d at 483.
14. See Nat'l Ass'n of Profl Baseball Leagues, Inc. v. Zuccarini, D2002-1011 (Jan. 21,
2003).
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playing advertisements on his or her site. 15
In order to combat the growing trend of cybersquatting, Congress, in
the 1990s, enacted two new pieces of legislation to amend section 43 of
the Lanham Act.16 The first, the Federal Trademark Dilution Act
("FTDA") of 1995,17 was enacted to prevent "the lessening of the capacity
of a famous mark to identify and distinguish goods or services. ...
The second, the Anticybersquatting Consumer Protection Act ("ACPA") 19
provides that anyone who registers a domain name that is identical or
confusingly similar to another party's protected name or trademark with
the bad faith intent to profit from that name20or trademark will be found
liable in a civil action by the mark's owner.
Despite their functional nature, courts have found that "the functionality of domain names does not automatically place them beyond the
reach of the First Amendment" and that "certain domain names.., could
indeed amount to protected speech." 2 1 While the Lanham Act appears to
interfere with the First Amendment rights 22 of domain name owners, it
15. See MSNBC, 'Typosquatters' Turn Flubs into Cash, http://zdnet.com.com/2100-11502915.html (Sept. 22, 2000) (on file with author).
In one example, a typosquatter registered the domain name "BrittanySpears.com" (an
obvious variation on "BritneySpears.com"). See Jeremy Feiler, Poaching Domain Names,
http://philadelphia.bizjournals.com/philadelphia/stories/2002/06/1O/story4.html (June 10,
2002) (on file with author). Web users who accessed this site did not find information about
singer Britney Spears, but were instead bombarded by advertisements. Id.
One way for businesses and individuals to prevent typosquatting is to register common
misspellings of their own domain names. Actor and California Governor Arnold
Schwarzennegger, for example, has reportedly registered approximately twenty common
misspellings of his own name. See Rob Bernstein, Arnold Schwarzennegger, http://www.zd
netindia.com/weblife/specials/movies/stories/7529.html (Nov. 21, 2000) (on file with author). Internet search engine Google.com has also registered multiple misspellings of its
domain name. Web users who accidentally type "gogle.com" or "gogole.com" will still be
directed to the Google site. See Whois.Net Domain Based Media Research Services,
WHOIS information for gogle.com, http://www.whois.netwhois.cgi2?d=www.gogle.com (accessed Mar. 11, 2004) (on file with author).; Whois.Net Domain Based Media Research
Services, WHOIS information for gogole.com, http:/Iwww whois.net/whois.cgi2?d=www.
gogole.com (accessed Mar. 11, 2004) (on file with author).
16. 15 U.S.C. § 1125 (2004). The Lanham Act is the federal trademark statute. See id.
17. Pub. L. No. 104-98, 109 Stat. 985 (1995) (codified at 15 U.S.C. § 1125(c), 1127).
18. Id.
19. Pub. L. No. 106-113, 113 Stat. 1501A-545 (1999) (codified at 15 U.S.C. § 1125(d)).
20. See id.
21. Name.Space, Inc. v. Network Solutions, Inc., 202 F.3d 573, 585-86 (2d Cir. 2000).
Although domain names do have a functional purpose, whether the mix of functionality and expression is 'sufficiently imbued with the elements of communication' depends on the domain name in question, the intentions of the registrant, the
contents of the website, and the technical protocols that govern the [Domain Name
System]. Id. at 585.
22. U.S. Const. amend. I ("Congress shall make no law.., abridging the freedom of
").
speech..
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has been found to be constitutional because it only seeks to regulate com23
mercial speech, which receives less First Amendment protection.
Speech is considered commercial if it is made "in connection with the
sale ... or advertising of any goods or services" 24 or is "related solely to
the economic interests of the speaker and its audience. .".."25 Undoubtedly, many domain names would fall into this category. Even commercial speech, however, is protected from "unwarranted governmental
26
regulation."
For cases evaluating the regulation of commercial speech, a fourpart analysis has been developed. First, the court
must determine whether the expression is protected by the First
Amendment. For commercial speech to come within that provision, it at
least must concern lawful activity and not be misleading. Next, [the
court] ask[s] whether the asserted governmental interest is substantial.
If both inquiries yield positive answers, [the court] must determine
whether the regulation directly advances the governmental interest asserted, and whether it is not more extensive than is necessary to serve
27
that interest.
Under this test, commercial speech that is not misleading is protected by the First Amendment. As a result, all domain names, whether
commercial or non-commercial, appear to be protected speech so long as
they have been registered in good faith and are not dilutive. This article
28
will show, then, that the TDNA is "more extensive than is necessary"
because its vague and overbroad language places an undue burden on
otherwise protected speech.
Part I of this article discusses the case of John Zuccarini, a wellknown cybersquatter and the first person to be convicted under the
TDNA. Part II explains how the Act is overbroad because of its vague
and undefined use of the word "misleading." Part III of this article discusses how the TDNA is overbroad because of its treatment of warning
pages, and the detrimental effects of such treatment. Part IV shows how
the Act is overbroad because it is vague about what evidences an "intent
to deceive." Part V discusses how the Act is overbroad because it lacks a
provision excluding registrars. Part VI discusses the TDNA's resemblance to a similar piece of legislation, the Child Online Protection Act,
which was recently found to be overbroad. This article concludes by determining that, in addition to being unconstitutionally vague and overbroad, the TDNA is somewhat unnecessary. Nevertheless, this paper
23.
24.
25.
26.
27.
28.

See Taubman Co. v. Webfeats, 319 F.3d 770 (6th Cir. 2003).
Id. at 776 (citing 15 U.S.C. § 1114(1) (2204)).
C. Hudson Gas & Elec. Corp. v. Pub. Serv. Commn, 447 U.S. 557, 561 (1980).
Id.
Id. at 566.
Id.
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suggests changes that should be made to the language of the Act, and
also suggests other possible means for regulating obscenity on the
Internet.
I.

THE CASE OF JOHN ZUCCARINI

One of the most notorious typosquatters is John Zuccarini ("Zuccarini,") who made up to $1 million per year by registering thousands of
29
domain names that were common misspellings of popular Web sites.
As a result of his typosquatting, Zuccarini has been the target of numerous civil litigations, and after having been found to have violated the
ACPA on numerous occasions, has been forced to transfer approximately
30
200 domain names to the rightful copyright and trademark holders.
Zuccarini's typosquatting was so extensive that it eventually led the Fed31
eral Trade Commission to obtain a permanent injunction against him.
This injunction banned him from redirecting and obstructing consumers,
advertising for other Web sites for a fee, and ordered him to pay a nearly
$1.9 million dollar judgment. 32 Despite this injunction, Zuccarini continued to typosquat, and in September of 2003, became the first person
33
charged with violating the TDNA.
According to the complaint filed against him, Zuccarini continued to
maintain numerous Web sites that were common misspellings of popular
domain names, and continued to host pornographic content on these
sites. 34 In addition, the complaint alleged that several of Zuccarini's
Web sites were common misspellings of Web sites popular with children. 3 5 On December 10, 2003 Zuccarini pleaded guilty, and on Febru36
ary 27, 2004 he was sentenced to two and a half years in prison.
29. See Benjamin Weiser, Spelling it 'Dinsey,' Children on Web Got XXX, N.Y. Times
B1 (Sept. 4, 2003).
30. Shields, 254 F.3d at 483; Elec. Boutique Holdings Corp. v. Zuccarini, 56
U.S.P.Q.2D (BNA) 1705 (E.D. Pa. 2000); See Reuters, Website Owner Nabbed in Porn
Scheme, http://www.wired.com/news/politics/0,1283,60279,00.html (Sept. 3, 2003).
31. See FTC v. Zuccarini,2002 U.S Dist. LEXIS 13324 (E.D. Pa. Apr. 9, 2002), (on file
with author).
32. See id.
33. See CNN.com, Man Accused of Luring Kids to Porn Sites, http://www.cnn.com/
2003ITECHIinternet/09/03/trick.names/index.html (Sept. 3, 2003) (on file with author).
34. See Sealed Complaint, United States v. Zuccarini (S.D.N.Y. 2003) (available at
http://news.findlaw.com/hdocs/docs/cyberlaw/uszuccarini82903cmp.pdf) (accessed Mar. 11,
2004) (on file with author) [hereinafter, Complaint].
35. According to the complaint, Zuccarini has admitted to registering variations on
domain names that are of interest to children because children tend not to know how to
spell. These sites included misspellings of www.disneyland.com, www.bobthebuilder.com,
and www.teletubbies.com, to name a few. Id. at 10.
36. Associated Press, Man Sentenced for Registering Misleading Web Site Names,
(Feb. 27,
http://www.usatoday.com/techlnews/2004-02-27-zuccarini-gets-jailtime-x.htm
2004) (on file with author).
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Zuccarini's arrest has brought the TDNA into the spotlight, and has
raised various questions about the Act's constitutionality. 37 An examination of the TDNA reveals that it is overbroad in several significant
ways.
II. WHAT IS A "MISLEADING" DOMAIN NAME?
The TDNA is unconstitutionally overbroad because it is rather
vague about what constitutes a misleading domain name. According to
the Act, a domain name that includes the words "porn" or "sex" in the
name will not be considered misleading. 38 A quick look at "SexTracker.com," a site that tracks the hits received by Internet porn sites,
however, reveals that many of the most frequently visited pornographic
sites on the Internet do not include the words "porn" or "sex" in their
domain names. 39 According to "Sextracker.com," two of the most popular porn sites are located at "SublimeDirectory.com" and
"MadThumbs.com." 40 While it seems obvious that someone going to a
site such as "BrittanySpears.com" would probably expect to find information about singer Britney Spears, and likely be surprised to find pornography, it is not clear what someone going to sites such as
"Sublimedirectory.com" and "MadThumbs.com" would expect to find.
Under the current language of the TDNA, however, sites such as "Sublimedirectory.com" and "MadThumbs.com" that do not include the words
"porn" or "sex" in their domain names could be affected by the Act.
Unfortunately, in its current form, the only way for a Webmaster of
a pornographic site to be sure of avoiding potential criminal prosecution
is to include the words "porn" or "sex" in the domain name. This side
effect of the TDNA would appear to be a form of government compelled
speech, however, and courts have repeatedly found such speech to be a
41
violation of the First Amendment.
Technically, under the TDNA, even well-known sites such as Playboy and Penthouse are affected. Playboy and Penthouse's official Web
37. According to Doug Isenberg, an Atlanta attorney who specializes in Internet law
and edits and publishes Gigalaw.com, "[t]he [TDNA] is a bit unclear about using a misleading domain name .... While Zuccarini allegedly engaged in misleading activities, it's not
clear what a misleading domain name is . . .and a law that is vague is unconstitutional
under the First Amendment." See Dawn Kawamoto, Man Arrested in Domain Deceit,
http://news.com.com2100-1025_3-5071133.html (Sept. 3, 2003) (on file with author).
38. 18 U.S.C. § 2252B.
39. See SexTracker Site Ranks, SexTracker, http://ranks.sextracker.com/spn.html?cls=
siteranks&cat=Universe&pg=O-O.html (accessed Mar. 11, 2004) (on file with author).
40. See id.
41. See Cochran v. Veneman, 359 F.3d 263, 267 (3d. Cir. 2004) (stating that "Uust] [als
the First Amendment may prevent the government from prohibiting speech, it may also
prevent the government from compelling individuals to express certain views. ..).
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sites can be found at "Playboy.com" 4 2 and "Penthouse.com," 4 3 respectively. Neither of these sites contains the word "porn" or "sex" in their
domain names. However, Playboy and Penthouse are so well-known that
it seems unlikely that anyone would feel misled after finding adult content on these sites. 44 At the same time, though, it is quite possible that a
five-year-old child would be unfamiliar with the publications associated
with these sites, and thus find the domain names misleading. In registering these domain names, however, it seems obvious that Playboy and
Penthouse were not trying to mislead Web users, but simply to make use
of their well-established names. It is for this reason that the intent aspect of the TDNA is extremely important.
III.

WARNING PAGES

The TDNA makes it a criminal offense to "deceive a person into
viewing material constituting obscenity." 4 5 While the TDNA does not
explicitly define the term obscenity, courts have routinely used the
Miller test for this purpose. 46 In order to be considered obscene under
the Miller test, a work must describe or depict sexual conduct in a patently offensive way. 4 7 Another part of the TDNA, makes it a criminal
offense to "deceive a minor into viewing material that is harmful to minors." 48 "[M]aterial that is harmful to minors" 4 9 is defined within the
42. See Playboy.com, http://www.playboy.com (accessed Mar. 11, 2004) (on file with
author).
43. See Penthouse.com, http://www.penthouse.com (accessed Mar. 11, 2004) (on file
with author).
44. According to Playboy's corporate Web site, "Playboy is the world's best-selling
Addimen's magazine. Almost 10 million American adults read Playboy every month ....
tionally, an estimated 5 million adults read the 17 international editions of the magazine
each month, bringing Playboy's global readership to almost 15 million." Playboy Enterprises, Inc., http://www.playboyenterprises.com/home/content.cfm?content=t-template&
packet=00077802-06C6-1C74-8FEA8304E50A010D (acessed Mar. 11, 2004) (on file with
author). Penthouse, meanwhile, boasts that its Web site "has attracted over 2.5 million
users and has brought 135,000,000 hits a month. . . ." Penthouse.com, Penthouse Media
Kit, http://www.penthouse.com/mediakit (accessed Mar. 11, 2004) (on file with author).
45. 18 U.S.C. § 2252B(a).
46. See Ashcroft v. ACLU, 535 U.S. 564, 581 n.11 (2002) (stating that "the Miller test
defines regulated speech for purposes of federal obscenity statutes . . . ."). The Court in

Miller created three basic guidelines to determine whether material was obscene:
(a) whether "the average person, applying contemporary community standards"
would find that the work, taken as a whole, appeals to the prurient interest ...
(b) whether the work depicts or describes, in a patently offensive way, sexual conduct specifically defined by the applicable state law; and
(c) whether the work, taken as a whole, lacks serious literary, artistic, political, or
scientific value.
Miller v. Cal., 413 U.S. 15, 24 (1973).
47. Id.
48. 18 U.S.C. § 2252B(b).
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Act to mean:
[Any communication, consisting of nudity, sex, or excretion, that, taken
as a whole and with reference to its context(1) predominantly appeals to a prurient interest of minors;
(2) is patently offensive to prevailing standards in the adult community as a whole with respect to what is suitable material for minors;
and
(3) lacks serious literary, artistic, political, or scientific value for
minors. Any communication that consists of "nudity, sex, or
excretion .

"..."50

The complaint against Zuccarini states that Web users who accessed
his sites were directed to "HANKY-PANKY-COLLEGE.com," the first
page of which displayed the following: "Warning: Adults only . . . This
Web site contains sexually-oriented adult content which may include visual images and verbal descriptions of nude adults, adults engaging in
sexual acts, and other audio and visual materials of a sexually-explicit
5
nature." 1
By its own language, Zuccarini's sites seem to fall outside the scope
of the TDNA; they did not display obscene material or images of nudity,
sex, or excretion. In fact, Web users were not deceived into viewing any
of the images prohibited by the Act, but simply into viewing a page that
informed them that such images lay ahead. Zuccarini's conviction sets a
dangerous precedent whereby webmasters can be prosecuted for sites
52
that only discuss pornography--even in a non-graphic manner.
In addition, Zuccarini's conviction makes it more likely that warning
pages will someday become obsolete. The entire point of warning pages
is to shield people who do not wish to view obscenity from doing so. How49. Id.
50. Id. at § 2252B(d). The language of this part of the TDNA is similar to COPA. See
infra § V.
51. See Complaint, supra n. 34, at 14. The complaint notes that although viewers
under eighteen were directed not to enter the site, no form of age verification was provided,
and the site could be entered by anyone who clicked the "Enter Site" button. Id. at 14. At
the same time, however, the court has recognized that even more stringent age verification
systems, such as those requiring credit cards, have not proven to be effective in shielding
minors from harmful material, and that such systems are likely to deter adults from rightfully accessing such material. See ACLU v. Ashcroft, 322 F.3d 240, 244-69 (E.D. Pa. 2003).
52. The treatment of sites that display pornographic images with the offensive portions pixilated or obstructed is also unclear under the current version of the TDNA. However, the Federal Communications Commission has recently tried to levy fines against a
television broadcaster that aired a program with sexual content obstructed and pixilated.
According to that government agency, such practices do not remove the need for indecency
analysis because "even a child would [know] that.., sexual activity was being shown." See
FCC, In re: Complaints Against Various Licensees Regarding Their Broadcast of the Fox
Television Network Program"Marriedby America" on April 7, 2003 4, http://hraunfoss.fcc.
gov/edocs-public/attachmatch/FCC-04-242Al.pdf (Oct. 12, 2004) (on file with author).
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ever, Zuccarini's conviction seems to imply that courts should consider
warning pages themselves to be obscene. If such pages are deemed to be
obscene under the TDNA then their purpose will be somewhat undermined. As a result, it is possible that Webmasters will discontinue the
use of warning pages on their sites, and as such, even more people will be
exposed to pornographic images. 53 Clearly, such a result is not what the
framers of the TDNA sought to achieve when they drafted the Act.
While Zuccarini clearly misled people with his domain names, it is
fallacious to say that he deceived individuals into viewing pornography;
instead, Zuccarini merely deceived people into viewing a page that "directed viewers who did not wish to see [pornographic] materials, or who
were under the age [of] 18 to exit the site [and] viewers over 18 wishing
to see such materials... to click on a portion of the screen labeled 'Enter
Site.'" 54 In fact, it was not until clicking on the "Enter Site" button that
pornographic images appeared on the screen. 5 5 Thus, anyone who saw
such images was not "deceived" into seeing them; they were informed
56
that pornographic images could be viewed and actively chose to do so.
Zuccarini's conviction seems to set a dangerous precedent whereby
webmasters could be convicted for Web users' conscious decisions. 5 7 As a
53. The possible disappearance of warning pages is especially troublesome because
many porn sites are located at domain names that previously housed non-pornographic
content. See Jeffrey Benner, Sites Forlorn When Reborn As Porn,http://www.wired.com/
news/ebiz/0,1272,48903,00.html (Dec. 10, 2001) (on file with author). Since webmasters
are obviously incapable of contacting all Web users to alert them of a change in content, a
warning page alerting those who access a site of such a change is the best way to shield
Web users who do not wish to see pornographic content from doing so.
54. See Complaint, supra n. 34, at 14.
55. See id.
56. One commentator, however, believes that in the case of minors, "[Zuccarini] should
be punished even if he had warning pages. Cigarette packs have warnings on them. Does
that make it right for me to offer a cigarette to a minor? An even better comparison would
be if I offered the cigarette to the minor when he was really asking for some candy." Posting of Kevin Godbee, to YNOT MASTERS, http://chat.ynotmasters.com/public/ChatView.
cgi?T=1526&SiteID=yno (Sept. 4, 2003) (on file with author). On the other hand, the
Court has recognized that parents can obtain filtering software to prevent their children
from viewing harmful material on the Internet. See ACLU v. Ashcroft, 322 F.3d at 264.
One company boasts that, with its product, "any adult site, no matter when it was established or how long it is available ...or what country it originated in, will be blocked." See
PureSight Intelligent Content Recognition, PureSight- Frequently Asked Questions, http:/!
www.puresight.com/bin/en.jsp?enPage=PSPage&enZone=productFAQ&enInfolet=product
FAQ.jsp (accessed Mar. 11, 2004) (on file with author). This kind of software would likely
prevent a child from unintentionally viewing sites like Zuccarini's.
57. One author has noted:
The vast majority of pop-up ads and front pages of porn sites are relatively clean.
To see something obscene, you need to click through to a different page-but can
someone really be held responsible for another's actions? What about many of the
sites that Zuccarini has linked to that have a prominent warning saying "If you
are under 18, do not enter"? Of course kids do enter, but can you hold someone else

150

JOURNAL OF COMPUTER & INFORMATION LAW

[Vol. XXIII

result, many sites that are outside of the obvious intent of the TDNA, but
that display links to pornographic material, could be affected. For example, many search engines display links to pornography even when Web
users enter non-pornographic search requests. 58 And, unlike Zuccarini's
sites, which posted warnings that pornographic content lay ahead, 59 in
the case of search engines, Web users may be unaware that clicking a
particular link will lead them to pornography until it is too late. The
main difference between sites such as Zuccarini's and sites such as
search engines, however, is the intention behind the displaying of these
links. As a result, it is crucial that the intent portion of the TDNA be
clearly defined.
IV.

WHAT EVIDENCES AN INTENT TO MISLEAD?

According to the TDNA, it is a criminal offense to use domain names
"with the intent to deceive a person into viewing material constituting
obscenity."60 The ACPA, in seeking to prevent cybersquatting, provides
several factors that courts should take into consideration when evaluating a registrant's possible bad faith. 6 1 Unlike the ACPA, however, the
TDNA is silent with regards to what factors should be considered in evaluating a registrant's intent. As a result, it is not clear by what means a
court will determine this issue. Such ambiguity causes the TDNA to be
overbroad.
For example, it is quite possible that fans of the music group Sublime might go to "Sublimedirectory.com" expecting to find information on
their favorite band and feel misled after discovering an unrelated, pornographic Web site. 6 2 While the owners of this site likely did not intend to
deceive Sublime fans when registering their domain name, the Act's
omission of a list of factors that evidence an "intent to deceive" makes it
difficult for a court to distinguish cases where such intent is not present.
In Zuccarini's case, he registered variations of sites such as
responsible for that? If you can, it sets a very nasty precedent-suddenly someone
else can be held responsible for what you do. That way madness lies.
Kieren McCarthy, World's Most Notorious CybersquatterArrested, http://www.theregister.
co.uk/2003/09/04/worldsmost-notorious-cybersquatter-arrested/ (Sept. 24, 2003) (on file
with author).
58. See COPA Commission, Is PornographyReally So Easy to Find on the Internet?,
http://www.copacommission.org/meetings/hearingl/watson2.pdf (accessed Mar. 11, 2004)
(on file with author). 'Children using Internet search engines to look up innocent information will easily receive links to pornographic sites ... Innocent searches for toys, dollhouse,
girls, boys, or pets can yield numerous links to sexually explicit sites." Id.
59. See Complaint, supra n. 34, at 14.
60. 18 U.S.C. § 2252B(a).
61. 15 U.S.C. § 1125(d)(B)(i)(I)-(IX).
62. Sublime's official Web site can actually be found at "Skunk.comlSublime." See
Sublimet, httpJ/www.skunk.com/sublime (accessed Mar. 11, 2004) (on file with author).
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"NSYNC.com" and "Aaliyah.com." 63 The Complaint against him describes these sites as dedicated to a singer or singers "popular with children."64 As a result, he was prosecuted under the portion of the Act
dealing with the registration of domain names "with the intent to deceive
a minor."6 5 While artists like 'N Sync and Aaliyah certainly have a large
number of young fans, they almost certainly have a large number of
adult fans as well. 66 The obvious question then becomes: How does a
court determine when a misleading domain name has been registered
67
with the intent to deceive minors?
Unfortunately, the TDNA does not provide a list of factors that
would evidence an intent to deceive minors. This is problematic because
minors make up the majority of Web users.68 As a result, even a misleading domain name not targeted at minors is likely to be accessed by
many. 6 9 Thus, without guidelines as to what evidences an intent to
deceive minors, anyone registering a misleading domain name will have
a hard time proving that they have done so without that intent.

63. See Complaint, supra n. 34, at 18, 20.
64. Id.
65. See id. at 1; see also 18 U.S.C. § 2252B(b).
66. In addition to singing, Aaliyah appeared in movies such as Romeo Must Die and
Queen of the Damned. See Internet Movie Database,http://www.imdb.com; search Aaliyah
(accessed Mar. 11, 2004) (on file with author). Both films carried an "R" rating, indicating
that they were intended for adults. See Internet Movie Database, Romeo Must Die, http://
www.imdb.com/title/ttOl65929 (accessed Mar. 11, 2004) (on file with author); Internet
Movie Database, Queen of the Damned, http://www.imdb.com/title/tt0238546/ (accessed
Mar. 11, 2004) (on file with author); see also Motion Picture Association of America, Movie
Ratings, http://www.mpaa.org/movieratings (accessed Mar. 11, 2004) (on file with author).
Meanwhile, 'N Sync apparently has enough adult fans that someone has created a Web site
specifically intended for fans over the age of twenty-one to discuss the group. See *NSYNC
Fans Over 21, http://www.nsyncfansover2l.com (accessed Mar. 11, 2004) (on file with
author).
67. In Zuccarini's case, he admitted to targeting minors. See Complaint, supra n. 34,
at 10. Without such an admission, however, it is unclear what evidence would have been
necessary to prove such an intent.
68. According to a recent report, "[a]bout 90 percent of people ages 5 to 17 use computers and 59 percent of them use the Internet - rates that are, in both cases, higher than
those of adults." See Associated Press, Today's Students More Wired than Ever (Oct. 29,
2003), http://www.cnn.com/2003/EDUCATION/10/29/students.computers.ap/index.html
(Oct. 29, 2003) (on file with author).
69. According to the complaint, Zuccarini was also the registrant of several variations
of the Web site "Yahoo.com." See Complaint, supra n. 34, at 5-6. These sites, however, are
not included in the complaint's list of Zuccarini's Web sites that were "primarily of interest
to minors." See id. at 18-20. Despite this, the complaint makes note of the fact that Yahoo
received several angry letters from parents whose children were, in fact, deceived by these
sites. See id. at 5-6.
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NO IMMUNITY FOR REGISTRARS

Another online entity on which the effects of the TDNA are unclear
is that of the registrar. Zuccarini was prosecuted because he was the
registrant of hundreds of typosquatted domain names. Under the
TDNA, however, it is possible that not only registrants, but also registrars could face prosecution.
In 1999 the Internet Corporation for Assigned Names and Numbers
("ICANN")7 ° adopted the Uniform Domain Name Dispute Policy
("UDRP") to oversee disputes between parties regarding domain
names. 7 1 Under this policy, applying for a domain name serves as a representation by the registrant that he or she is registering the domain
name in good faith. 72 This process has not stopped people like Zuccarini
from registering their sites, however, and registrars are not required to
73
perform independent background checks on potential registrants.
In establishing the UDRP, ICANN created several accompanying
rules. 74 According to these rules, all complaints filed with ICANN regarding domain name disputes must include the following statement:
Complainant agrees that its claims and remedies concerning the registration of the domain name, the dispute, or the dispute's resolution
shall be solely against the domain-name holder and waives all such
claims and remedies against (a) the dispute-resolution provider and
70. ICANN is the agency responsible for managing and coordinating the Domain
Name System (DNS) to ensure that every address is unique and that all users of the Internet can find all valid addresses. It does this by overseeing the distribution of unique IP
addresses and domain names. It also ensures that each domain name maps to the correct
IP address. ICANN is also responsible for accrediting the domain name registrars.
ICANN.org, What is ICANN?, http://www.icann.org/faq/#WhatisICANN (accessed Feb. 11,
2004) (on file with author).
71. See Internet Corporation for Assigned Names and Numbers, Uniform Domain
Name Dispute Resolution Policy, http://www.icann.orgudrp/udrp-policy-24oct99.htm (Oct.
24, 1999), (on file with Rutgers Computer & Technology Law Journal).
72. The policy contains the following clause:
By applying to register a domain name, or by asking us to maintain or renew a
domain name registration, you hereby represent and warrant to us that (a) the
statements that you made in your Registration Agreement are complete and accurate; (b) to your knowledge, the registration of the domain name will not infringe
upon or otherwise violate the rights of any third party; (c) you are not registering
the domain name for an unlawful purpose; and (d) you will not knowingly use the
domain name in violation of any applicable laws or regulations. It is your responsibility to determine whether your domain name registration infringes or violates
someone else's rights.
Id.
73. A.B. Berens, Speculative Fiction: What do Misleading Domain Names and Intellectual Freedom Have in Common?, http://reason.com/hod/abb092603.shtml (Sept. 26, 2003)
(on file with the Rutgers Computer and Technology Journal).
74. Internet Corporation for Assigned Names and Numbers, Rules for Uniform Domain Name Dispute Resolution Policy http://www.icann.org/udrp/udrp-policy-24oct99.htm
(Oct. 24, 1999) (on file with Rutgers Computer & Technology Law Journal).
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panelists, except in the case of deliberate wrongdoing, (b) the registrar,
(c)the registry administrator, and (d) the Internet Corporation for AsNumbers, as well as their directors, officers, employsigned Names and
75
ees, and agents.
A similar provision in the ACPA states that "[tihe domain name registrar or registry or other domain name authority shall not be liable for
injunctive or monetary relief under this paragraph except in the case of
bad faith or reckless disregard, which includes a willful failure to comply
with any... court order."76 Unlike the UDRP and the ACPA, the TDNA
contains no provision excluding registrars from its reach. As a result, it
seems possible that these entities could face criminal prosecution.
Up until this point, domain names have generally been distributed
on a first-come, first-serve basis by which anyone can register any domain name that is not already in use as long as it meets certain technical
standards. 7 7 In order to shield themselves from possible prosecution
under the TDNA, though, registrars may feel compelled to perform background checks on possible registrants and to police the content of all Web
sites to make sure that all domain names have, in fact, been registered in
good faith. This practice would likely be extremely costly and time-consuming, and appears to be the type of thing that more Internet friendly
institutions such as ICANN sought to avoid. 78 Most problematic, however, is that even with stringent background checks and policing, most
registrants' true intent could not be determined until the site was already up and running. As a result, many bad faith registrants would
still be able to create their sites. Worse, if registrants are delayed or
prevented from establishing their sites, they will be deprived of the easiest method for establishing when they have good faith. A good example
of this problem can be found in the domain name "Madonna.com."
In 1998 a cybersquatter named Dan Parisi ("Parisi") purchased the
domain name "Madonna.com" and used it to run an adult Web site. 79 In
75. Id. (emphasis added).
76. 15 U.S.C. § 1125(d)(2)(D)(ii).
77. See Storey v.Cello Holdings, 347 F.3d 370, 373 (2d Cir. 2003); Berens, supra n. 73

(stating "anyone can reserve any domain name not currently held by another entity, so long
as the domain meets basic technical standards, such as limits on length and acceptable
characters").
78. Registrars might be forced to compensate for the costs of this process by passing
them on to registrants. This shifting of costs, however, would likely impede the "free flow
of ideas" that courts have found to be so important. See e.g., Hustler Magazine v. Falwell,

485 U.S. 46 (1988).
79. See Rachel Konrad & Evan Hansen, Madonna.com Embroiled in Domain Owner-

ship Spat, http://news.com.com/2100-1023-244734.html (Aug. 21, 2000) (on file with author). Parisi's registration of the domain name was prior to ICANN's enactment of the
UDRP. However, as evidenced by the Zuccarini case, the UDRP has not eliminated many
bad faith registrations.[FNI
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2000, the singer Madonna filed a complaint with the World Intellectual
Property Organization ("WIPO") in an attempt to reclaim the domain.8 0
According to Madonna's lawyers, Parisi's registration of the site represented an "unauthorized, bad faith" attempt to profit from her name and
trademark.8 1 WIPO agreed with Madonna's attorneys, and eventually
82
awarded the domain name to the singer.
Parisi's use of the domain name to establish an adult Web site was
clear evidence of bad faith.8 3 However, it is not clear what would have
happened had Parisi used the domain name to establish a site devoted to
the Virgin Mary. One commentator in the Madonna case noted that, "if
someone [had] put up a site that was religious, there would [have been]
no question of confusion ....[but ... a site that [was] pornographic or
disparaging in some way ...trigger[ed] provisions of trademark law allowing [Madonna] to get the name back."8 4 The Madonna case illustrates an important point: If the registrar had done a background check
on Parisi, he might have been prevented from registering "Madonna.com" in the first place. Such an outcome would have been desirable to prevent someone with no obvious connection to the name
"Madonna" from establishing a pornographic Web site with that name.
However, a background check would have also had the likely effect of
preventing anyone with the good faith intention of establishing a religious Web site from doing so; and such intent might not be easily demonstrated unless the person was first allowed to create the site.
80. Id. WIPO is responsible for overseeing disputes involving intellectual property
rights in domain names. See WIPO Arbitration and Mediation Center, Frequently Asked
Questions: Internet Domain Names, http://arbiter.wipo.int/center/faq/domains.html (accessed Mar. 11, 2004) (on file with author).
81. Id.
82. Ciccone v. Parisi, Case No. D2000-0847 (2000) (Partridge, Presiding Panelist),
http://arbiter.wipo.int/domains/decisions/html/2000/d2000-0847.html (accessed Mar. 11,
2004) (on file with author).
83. According to the WIPO panel's decision:
[Parisi] failed to provide a reasonable explanation for the selection of Madonna as
a domain name. Although the word "Madonna" has an ordinary dictionary meaning not associated with [the singer], nothing in the record supported] a conclusion
that [Parisi] adopted and used the term "Madonna" in good faith based on its ordinary dictionary meaning. [The panel found] instead that name was selected and
used by [Parisi] with the intent to attract for commercial gain Internet users to
[his] web site by trading on the fame of [the singer's] mark. [They saw] no other
plausible explanation for [Parisi's] conduct and conclude[d] that use which intentionally trade[d] on the fame of another c[ould] not constitute a "bona fide" offering
of goods or services. Id.
84. Konrad & Hansen, supra n. 79. The WIPO panel also noted that "[tihe word 'Madonna,' which has the current dictionary definition as the Virgin Mary or an artistic depiction of the Virgin Mary, is used by others as a trademark, trade name and personal name."
Ciccone v.Parisi,supra n. 82.

2004] THE TRUTH ABOUT THE TRUTH IN DOMAIN NAMES ACT

155

While the provisions of the UDRP and the ACPA protecting registrars and the like from liability in domain name disputes do allow for
some bad faith registrations, they also have the effect of allowing for
easy and unimpeded registration by those with good faith. The TDNA's
lack of a provision shielding registrars, however, means that they may
have to implement heavy policing procedures on all Web sites and registrants to be sure of avoiding criminal prosecution. As a result, people
with good faith intent to register some domain names might be prevented from doing so.
VI.

SIMILARITIES TO COPA

The Child Online Protection Act 8 5 ("COPA"), a piece of legislation
similar to the TDNA, has recently come under fire. Under COPA, "material that is harmful to minors"8 6 is defined as:
[Any communication, picture, image, graphic image file, article, recording, writing, or other matter of any kind that is obscene or that(A) the average person, applying contemporary community standards, would find, taking the material as a whole and with respect to
minors, is designed to appeal to, or is designed to pander to, the prurient interest;
(B) depicts, describes, or represents, in a manner patently offensive
with respect to minors, an actual or simulated sexual act or sexual contact, an actual or simulated normal or perverted sexual act, or a lewd
exhibition of the genitals or post-pubescent female breast; and
(C) taken as a whole,8 7lacks serious literary, artistic, political, or scientific value for minors.
In ACLU v. Reno,88 the ACLU challenged COPA's reliance on community standards as being unconstitutionally broad. The case eventually went to the Supreme Court, which held that reliance on community
standards by itself did not render COPA unconstitutional, and remanded
the case back to the Third Circuit Court of Appeals. That court held that
COPA was not narrowly tailored, in part, because its definition of the
word "minor" as "any person under 17 years of age,"8 9 did not take into
account the differing interests of minors of various ages. 90
While the TDNA appears to be more narrowly tailored than
85. 112 Stat. 2681-736 (codified at 47 U.S.C.S. § 231).
86. Id. at § 231(6).
87. Id.

88. See ACLU v. Reno, 217 F.3d 162 (E.D. Pa. 2000).
89. 47 U.S.C.S. § 231(7).
90. See ACLU v. Ashcroft, 322 F.3d at 244-69. The court states that "the Government
does not argue, as it could not, that materials that have 'serious literary, artistic, political
or scientific value' for a sixteen-year-old would have the same value for a minor who is
three years old." Id. at 254-55.
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COPA, 9 1 it is similarly overbroad. First, the TDNA does not explicitly
define the term "minor." Second, like COPA, the TDNA, in applying the
"prevailing standards in the adult community as a whole with respect to
what is suitable material for minors,"9 2 does not appear to make any
distinction between what is acceptable for young minors versus what is
acceptable for older minors.
In addition, COPA was found to be overly broad even though it attempted to limit liability to people making communications for "commercial purposes." 93 The court found that this
limitation... did not narrow the sweep of COPA sufficiently. Instead,
the definition subject[ed] too wide a range of Web publishers to potential liability ....[U]nder the plain language of COPA, a Web publisher
w[ould] be subjected to liability due to the fact that even a small part of
his or her Web site ha[d] material "harmful to minors." Furthermore,
because the statute d[id] not require that a Web publisher seek profit as
a sole or primary objective, COPA c[ould] reach otherwise non-commer94
cial Web sites that obtain[ed] revenue through advertising.
Unlike COPA, the TDNA does not attempt to limit its scope to those
making communications for "commercial purposes." In Zuccarini's case,
he created his sites with the sole objective of making a profit. 9 5 However, the court's decision regarding COPA makes it clear that exceptions
should be made for sites that post advertising to cover costs, but are pri97
marily non-commercial. 96 The TDNA makes no such exception.
CONCLUSION
While the government's objectives in enacting the TDNA are commendable, the Act, as currently written, is so broad that it could have
detrimental affects on domain names and domain name owners clearly
outside of its intended reach.
The writer of the TDNA, Representative Mike Pence, has said that
he sees the issue of misleading domain names as less about indecency
and more about fraud. 98 This, however, is clearly not the case; the
TDNA only seeks to punish registrants who use their domain names to
establish porn sites.
91. COPA was held to be overly broad, in part, because it did not require consideration
of the context in which materials appeared. See ACLU v. Ashcroft, 322 F.3d at 244-69.
92. 18 U.S.C. § 2252B(d)(2).
93. See ACLU v. Ashcroft, 322 F.3d at 244-69.
94. Id. at 269.
95. See Complaint, supra n. 34, at n.5.
96. See ACLU v. Ashcroft, 322 F.3d at 256-57.
97. See also Reno v. ACLU, 521 U.S. 844 (1997). COPA's predecessor, the Communications Decency Act, was found unconstitutionally broad, in part, because it did not limit
liability to materials posted for commercial purposes. Id.
98. See Weiser, supra n. 29.
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For example, under the TDNA, a registrant who uses a misleading
domain name to post ads for gambling would not be subject to criminal
prosecution. However, through WIPO and the provisions of the Lanham
Act, such a registrant would be liable for monetary damages and forced
to forfeit the domain name. Thus, trademark owners are already protected from having their marks misappropriated, and consumers are already protected from being defrauded by such misappropriation.
If the government is intent on seeking criminal prosecution for registrants like Zuccarini, it must make significant changes to the TDNA.
First, the term "misleading" should abandoned. Instead, the Act should
simply be made to target domain names that would be considered infringing under the Lanham Act. Second, the language of the Act that
outlaws deceiving Web users into viewing pornography should be
changed. In order to avoid some of the problems surrounding warning
pages, the Act should simply be aimed at registrants who provide access
to pornography. However, with this change, the intent portion of the
statute must also be clearly defined. The best way to do this is to include
the description of "bad faith intent" found in the Lanham Act. By more
clearly defining this portion of the statute, sites that provide some access
to pornography, but that were not explicitly created for that purpose
(search engines, for example) will be shielded. As a result, one of the
problems encountered by COPA will also be avoided.
In addition, if the Act is to seek more severe penalties for registrants
who are targeting minors, and is to avoid another of COPA's problems,
the Act must define the term "minor" to account for the differing interests of minors of various ages. Finally, a list of factors that courts should
consider indicative of an intent to target minors should be added.
Another way for the government to protect Web users from unintentionally being exposed to pornography would be to advocate for the creation by ICANN of a new extension such as ".sex" or ".xxx" that would be
specifically intended for pornographic sites. According to Senator Joseph
Lieberman, "[t]his idea, which would in effect establish a virtual redlight district.., has a lot of merit, for rather than constricting the Net's
open architecture it would capitalize on it to effectively shield children
from pornography, and it would do so without encroaching on the rights
of adults to have access to protected speech.. . ."99 With the addition of a
new extension, Web users seeking out pornography would still have access to it. At the same time, Web users who do not wish to view pornography could simply block their Web browsers from accessing any sites

99. Declan McCullagh, Senator Seeks .Sex, http://www.wired.com/news/politics/O, 1283,
36867,00.html (June 9, 2000) (on file with author).

158

JOURNAL OF COMPUTER & INFORMATION LAW

[Vol. XXIII

00

with the new extension.'
While domain names have been found capable of receiving First
Amendment protection, at least one court has found that extensions "are
not protected speech ... because ... three-letter afterthoughts such as
.com and .net ... are lacking in expressive content." 10 1 Still, because of
the international nature of the Internet, forcing pornographers to use
this extension might prove difficult. 10 2 Even so, volunatry use could be
seen as a good faith intention on the part of registars not to provide pornography or access to pornography to Web users who have not sought it
out. As a result, sites using this extension could be exempted from the
TDNA. The exemption from a criminal statute would also provide added
incentive for legitimate sites to make use of such an extension.
Michael Honigt
100. See Kevin Ashley, Domain Extensions for PornographicWeb Sites, http://www.icannorg/comments-mail/Olfeb99-28feb99/msgOO012.html (Feb. 17, 1999) (on file with author).
101. See Name.Space, Inc., 202 F.3d at 585.
102. See McCullagh, supra n. 99.
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